
Fraud has  
a playbook. 
So do we. 
Here’s how fraud works, how  
it deceives you and how to stop it.



***...The same technology that makes your business 
faster has given fraudsters new ways in. Their 
tactics are more convincing, more patient and 
harder to spot than ever before. The good news? 
There are proven ways to protect your business. 
But you need a partner with the right tools.

Social Engineering 
Fraudsters pretend to be someone you know or a 
bank employee to get login credentials or sensitive 
information. It feels like a normal conversation.

Business Email Compromise 
(BEC)
A convincing request from what looks like a vendor 
or executive. By the time you realize something’s 
wrong, the money is gone.

Payments Fraud
Altered, forged or counterfeit checks built from 
stolen account details. Digital fraud such as 
unauthorized ACH transactions and wire transfers.

Internal Fraud 
Sometimes the vulnerability is within your own 
walls. Misused access or broken processes can 
be just as damaging.

CONTROL ELECTRONIC 
TRANSACTIONS

• ACH Positive Pay: Compares ACH 
debits to authorized entries, flagging 
exceptions for your review and decision.

• ACH Debit Block and Filters: Block all 
ACH debits or allow only recurring ACH 
debit authorizations to be processed.

• International Wire Block: Prevents 
all outgoing international wires on 
designated accounts.

DETECT AND PREVENT 
CHECK FRAUD

• Account Reconciliation Program (ARP): 
Automated reconciliation tools 
that improve your internal audit of 
check activity.

• Check Positive Pay/Payee Positive Pay: 
Helps detect potential fraud and shows 
you checks with changed or duplicate 
check numbers, amounts or payees.

• Reverse Positive Pay: Notifies you of 
every check paid against an account.

STRENGTHEN 
ACCOUNT CONTROLS

• Complete Credit/Debit Blocks: 
Blocks all incoming debits and/or 
credits to give you full control over 
account activity.

• Commercial Card: Enables spending 
controls with limits, merchant 
restrictions and the ability to quickly 
cancel cards.

Most fraud blends in. A familiar name. A routine 
request. An email that looks normal. Here’s how 
it hides in plain sight:

It usually starts with 
something ordinary.Fraudsters 

have gotten 
smarter. 
So have we.

The right tools make the di� erence.
Fraud protection works best in layers. Here’s how we help you build that defense.
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If cybercrime were an economy, 
only the economies of the U.S. 
and China would rank higher.1



***...

PUT STRONGER CONTROLS IN PLACE

Use dual approval: Require two people to be 
involved in starting and approving transactions 
so one person doesn’t have full control.

Verify all transactions: Always confirm with 
a trusted phone number on file, not the one 
provided in the request.

Set transaction limits: Put a cap on online 
banking activity.

Set account alerts: Stay connected and monitor 
all activity in your account.

Reduce check usage: Use electronic payments 
when possible to limit risk.

Use secure check stock: Choose checks with 
built-in security features to help stop fraud.

STAY ON TOP OF ACTIVITY

Monitor accounts regularly: Check balances and 
transactions daily to spot unauthorized activity early.

Leverage digital banking alerts: Set notifications 
for changes to profiles, payments and transfers.

Train employees to recognize fraud:
Teach your teams how to spot phishing, 
business email compromise, identity theft 
and payment fraud.

Reinforce safe behaviors:
Remind everyone they shouldn’t open 
unknown links or attachments. Never share 
login credentials or one-time and token 
passcodes. And always verify payment 
changes using a trusted contact.

Limit access and divide duties:
Restrict who can access financial systems
and spread responsibilities across employees.

Your strongest defense 
starts with your people.

How to make every transaction 
more secure.
A few simple steps can reduce risk even more 
and strengthen control across your transactions.
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Technology can flag a lot. But when your team knows what to look for, and your systems 
are built to catch what they miss, fraud has a much harder time getting through.

Secure devices and networks:
Use strong passwords or 
biometrics, firewalls, 
antivirus software and secure 
Wi-Fi connections.

Practice safe browsing 
and communication:
Never use public Wi-Fi for sensitive 
activity and be cautious with emails, 
texts and downloads.

Keep systems and devices up to date:
Updates patch the gaps before 
a fraudster can slip though.

THE STAKES KEEP GETTING HIGHER

5%
$16.6B
$2.8B

Annual revenue losses due to fraud 
by a typical business2

Losses reported to the FBI’s Internet Crime 
Complaint Center (IC3) in 20243

Business email compromise losses
reported to the IC3 in 20243

1.  Cybercrime Magazine: The Cascading Economic Ripple Effects Of Cybercrime

2.  Association of Certified Fraud Examiners, Occupational Fraud 2024: Report to the Nations

3.  FBI's Internet Crime Complaint Center (IC3) 2024 Report



TIME COSTS 
Delays and lost productivity 

last long after the fact.

OPERATIONAL COSTS
Disruptions to day-to-day 
business cost real money.

LEGAL COSTS 
Compliance and recovery 

come with a price tag.

DIRECT FINANCIAL 
LOSSES

The impact you
immediately see.

INVESTIGATIONAL 
COSTS

Time and resources spent 
identifying the problem and 

solutions are expensive.

It goes deeper, disrupting your 
operations, draining your time 
and stretching your resources.

Talk to your Relationship Manager or Treasury 
Management Officer about building a fraud 
protection strategy that fits your business.

Let’s protect what you’ve built.

©2026 First Horizon Bank. Member FDIC. 84-7000

Fraud doesn’t just cost you money. 

The hidden 
costs of fraud.

REPUTATIONAL COSTS 
Damages to public image, lost 
trust, and negative publicity.


